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DVR Vulnerability Report (CVE-2018-11689)

® OVERVIEW
- Vulnerability : XSS - Cross Site Scripting (CVE-2018-11689)
- Description
The DVR web viewer is vulnerable to cross-site scripting caused by improper validation of URL.

An attacker could exploit this vulnerability by crafting a URL to execute an arbitrary script in

the victim's web browser once the URL is clicked.

B AFFECTED PRODUCTS AND FIRMWARE

Model Firmware Version Status
HRD-1642 v1.16 and earlier versions Resolved (1.20_181206)
HRD-842 v1.16 and earlier versions Resolved (1.20_181206)
HRD-442 v1.16 and earlier versions Resolved (1.20_181206)
HRD-1641 v1.14 and earlier versions Resolved (1.20_181206)
HRD-841 v1.14 and earlier versions Resolved (1.20_181206)
HRD-840 v1.14 and earlier versions Resolved (1.20_181206)
HRD-440 v1.14 and earlier versions Resolved (1.20_181206)
HRD-443 v1.14 and earlier versions Ongoing

SRD-1694U v1.14 and earlier versions Ongoing
B RISK ANALYSIS
Vulnerability Review Result Severity

Cross Site Scripting
(CVE-2018-11689)

Victim's web page must be logged into the DVR and at
the time they click the crafted URL in order for this

vulnerability to be executed. Without this prerequisite

attacker's crafted URL has no effect.

Low
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B Current Status & Plan

Regardless of the severity of the vulnerabilities discovered, Hanwha Techwin has improved this

XSS vulnerability by filtering and validating user input values of URL.
The HRD-443 and SRD-1694U models for a specific target are undergoing an upgrade to the

May 2019 deployment plan.



